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Abstract

Background: Mobile health has provided new and exciting ways for patients to partake in their healthcare. Wearable
devices are designed to collect the user’s health data, which can be analysed to provide information about the user’s health

status. However, little research has been conducted that addresses privacy and information security issues of these

devices. Objective: To investigate the privacy and information security issues to which users are exposed when using

wearable health devices. Method: The study used a cross-sectional survey approach to collect data from a convenience

sample of 106 respondents. Results: Half of the respondents did not understand the need to protect health information.

There also appeared to be a general lack of awareness among respondents about the information security issues sur-

rounding their data collected by wearable devices. Conclusion: Users were not knowledgeable about the privacy risks

that their data are exposed to or how these data are protected once collected. Implications: Users of wearable devices
that collect personal information about health need to be educated about privacy and information security issues to which

they are exposed when using these devices.
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Introduction

Technology, such as wearable devices, can be used to

encourage individuals to be more active and make good

lifestyle choices. Wearable devices collect vast amounts

of data from users making use of different behavioural and

physiological sensors, which monitor their health status

and activity levels (Ogundele et al., 2018). However, the

collection of personal data in unprecedented volumes does

raise privacy and security concerns for the user (Martı́nez-

Pérez et al., 2015; Ogundele et al., 2018). Potential harmful

consequences of privacy breaches could include discrimi-

natory profiling, manipulative marketing and data breaches

(Montgomery et al., 2018).

This article reviews the literature relevant to the privacy

and information security issues of wearable devices and

presents findings of an original study that examined pri-

vacy and information security issues associated with the

use of wearable health devices.

Literature review

The number of overweight, obese or morbidly obese

adults in South Africa was estimated to be 65% in 2012

(Shisana et al., 2013), while Malambo et al. (2016)

reported that 49% of adults were physically inactive.

A sedentary lifestyle is ranked ninth among risk factors

for mortality in the country.

Wearable devices interface with smartphones and

personal computer software to collect a wide variety

of data (Farnell and Barkley, 2017). Wearable devices

include dedicated health monitors, fitness bands and

smartwatches. These devices are commercially available

and becoming more popular in healthcare. A quarter of

Americans have a smartwatch or fitness tracker with

worldwide sales of these devices predicted to be close

to 110 million units in 2018 (DuFour et al., 2017; Huck-

vale et al., 2015). The benefits of the devices include to

improve fitness and nutrition, lose weight, reduce stress,

break bad habits through haptic feedback (vibration) and

provide general information to the individual about their

health (DuFour et al., 2017; Montgomery et al., 2018;

Ogundele et al., 2018). All of these functions enable

individuals to participate in, and take accountability for,

their healthcare (Ngamntwini and Cilliers, 2018;

Statista, 2016).
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M-health and wearables

Wearable devices are considered a support aid for health

services as they provide patients with the ability to mon-

itor their vital signs and identify harmful trends early that

could support the diagnoses of chronic diseases (Senevir-

atne et al., 2017). Healthy behaviour is encouraged by

tracking activity levels and providing feedback to enable

goal setting which can be shared with interested stake-

holders such as healthcare providers (Adibi, 2014). Sene-

viratne et al. (2017) proposed a framework to identify the

various wearable devices that are available for health pur-

poses as indicated in Figure 1. Wrist-worn devices include

smartwatches with a touchscreen display, while wrist-

bands are mainly used for fitness tracking but do not have

a touchscreen display.

Wearable devices must collect data to be useful. There

are two types of data collection that are possible for health-

care. Wearable devices can collect data either automati-

cally through use of the sensors or by the user manually

entering data into the device (Wolf et al., 2016). Examples

of data that can be collected include location – GPS; quality

of surrounding air – sensor attached to the phone; food

consumed – logged manually; activity/movements and

sleep patterns – accelerometers, pedometer and altimeters;

muscle function and coordination – pressure sensors; skin

conductance as a proxy for arousal – sensor attached to the

phone; temperature and fertile periods – thermometer and

electrodermographs; heart rate, blood pressure and blood

oxygen – heart rate sensors, electrocardiograms, oximeters

and digital camera/flash; psychological disorders and per-

sonality traits – social media use; involvements with

friends; behavioural patterns and activities when using the

smartphone; and measuring cognitive functions and brain

activity – brain wearable and cognitive sensors. (Genuth,

2015; Piwek et al., 2016; Scholz, 2012; Tana et al., 2017;

Wolf et al., 2016) Collected data are transferred wirelessly

to a mobile application or database where these data can be

analysed using statistics and presented with visualisation

techniques that show the changes over time (Zhou et al.,

2015). This information can then be shared via the Internet

with healthcare providers to make informed decisions

about the user’s healthcare (Meingast et al., 2006).

Privacy and wearables

Health information is regarded as the most confidential

of all types of personal information (Mehraeen et al.,

2016). Privacy is defined as “the claim of individuals,

groups, or institutions to determine for themselves when,

how, and to what extent information about them is com-

municated to others” (Westin, 1967: 2). Montgomery

et al. (2018) have stated that in the future, data collected

from multiple sources, such as wearable devices and

electronic health records, will be combined to provide

a complete overview of the health status of the individ-

ual. Many users are concerned that they will not have

control over what data are collected, when the data will

be collected and how the data will be used (Katurura

and Cilliers, 2017). More disconcerting is the issue of

ownership of the data that is collected from the user.

Currently, the data are not owned by the user but rather

by the company that produces the wearable device. The

user only has access to the aggregated summary of their

data, while the raw data can be sold to third parties

(Piwek et al., 2016). These issues raise serious privacy

concerns for the individual making use of wearable

devices (Katurura and Cilliers, 2017).

There are many security threats that users are exposed to

when making use of wearable devices. Typically, data that

are collected through a wearable device are stored by the

company in one database, which has the potential to expose

all users if there is a privacy breach (Els and Cilliers, 2017).

Recently, the Pentagon acknowledged that the fitness-

tracking app Strava revealed the location of US soldiers

in war-torn areas of Syria and Iraq. The “heatmap” feature

of the Strava fitness-tracking app was able to reveal the

location of US military facilities in Syria and other conflict

zones as well as some troop movements. It was further

reported that Strava allowed users de-anonymised user-

share data to reveal a recorded user’s name, speed and even

heart rate (Drape, 2018).

Security threats can typically be divided into external

threats such as hackers, viruses and worms and internal

threats such as accidental loss of the data (Allard et al.,

2010). Measures to protect users’ data rest on three funda-

mental pillars of information security: the confidentiality,

Wearables 
Existing/Advanced

E-Textiles

Smart Garments

Foot/Hand-worn

E-Patches

Sensor patches

E-Tattoo/E-Skin

Accessories

Wrist-Worn

Smart Watches

Wrist Bands

Head-mounted

Smart eyewear

Headsets/Ear-buds

Others

Smart jewellery

Straps

Figure 1. Categories of wearable devices (Seneviratne et al., 2017).
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integrity and availability triad (Fernández-Alemán et al.,

2013). Confidentiality refers to the “‘process that ensures

that information is accessible only to those authorised to

have access to it” (Fernández-Alemán et al., 2013: 542).

Anonymising the data, where the features that can identify

individuals are removed, is often not sufficient to protect

the privacy of the user as algorithms can cross-reference

wearable-generated biometric data with other “digital

traces” of users’ behaviour to predict personality traits

and risk-taking behaviours (de Montjoye et al., 2013;

Lambiotte and Kosinski, 2015). Data integrity is concerned

with the measurement and quality of the data that are col-

lected (Fernández-Alemán et al., 2013: 542). Experiments

have shown that measurements of different wearable

devices may differ by as much as 25% (Blobel et al.,

2016; Piwek et al., 2016). Availability of the data refers

to the “property of being accessible and usable upon

demand by an authorised entity” (Fernández-Alemán

et al., 2013: 543). This presents a difficulty when a health-

care worker may need the data from a patient’s wearable

device to assist with patient care but is unable to access it

because they are not authorised to do so. Additionally, the

data must be anonymised to protect the privacy of the

patient (Meingast et al., 2006).

There are three vulnerable security areas related to the

collection of health data from a wearable device. These

threats are associated with: the individual making use of

the wearable device to collect data, (physical interference

and capacity); data in transit between the device and soft-

ware program; and storage of the aggregated data in a

database (Els and Cilliers, 2017).

Physical interference and capacity

The human factor is often recognised as the weakest link

in security; therefore, situational perception and risk

awareness play a leading role in the adoption and imple-

mentation of security mechanisms (Bellekens et al.,

2016). Common threats that occur in this area are that

the user can misplace, lose or have the wearable

device (e.g. a smartphone) stolen, which enables an

unauthorised individual to access confidential informa-

tion stored on the device (Els and Cilliers, 2017). While

owners are responsible for protecting their own privacy

on their device, several studies have found that users

lack the technical knowledge to implement security

measures on their smartphones or wearable devices

(Cilliers et al., 2018; Park and Drevin, 2016). Also,

smartphones and wearable devices have a smaller screen

size in comparison to desktop computers, which makes

navigation and reading difficult. Many users do not want

to read the privacy policy when they install health appli-

cations on their smartphone as the font is too small

(Ngamntwini and Cilliers, 2018). Therefore, they may

not be aware of the security measures that are necessary

to safeguard their health information. The limited stor-

age capacity of these devices also means that the secu-

rity software on the device may not be sufficient (Els

and Cilliers, 2017).

Data in transit

Smartphones have been used for sensitive transactions such

as online banking or shopping in recent years, which means

that the number of malware that targets these devices have

also increased proportionally (Park and Drevin, 2016).

When data are in transit, they may be susceptible to eaves-

dropping, such as sniffing (the process of monitoring and

capturing all the packets passing through a given network)

or tapping (hardware device used to access the data flowing

across a computer network), message alteration or traffic

analysis attacks (Els and Cilliers, 2017). Eavesdropping is

the unauthorised real-time interception of private commu-

nication, and these attacks are significant security threats to

wearable systems as they can expose a user’s personal

information to an attacker (Seneviratne et al., 2017).

As data transmission between wearable devices typi-

cally makes use of wireless or Bluetooth technologies, the

data are prone to be modified or altered. In these types of

attacks, the data are modified as hackers can change the

content of exchanging packets or change the timestamp of

data packets (Seneviratne et al., 2017). Traffic analysis

attacks are the process of monitoring traffic exchanged

between wearables and smartphone or a software pro-

gramme from which inferences from patterns of the

communication can be made to track users, detect their

activities or identify the user (Das et al., 2016). Hackers,

which have become the leading cause of breaches con-

cerning health data, may attempt to use the data to steal

a user’s identity (Filkins et al., 2016). Once data are

stored and analysed in a software programme, these data

may be vulnerable to malware, such as viruses or

worms, hackers or file-sharing tools (Els and Cilliers,

2017). Additionally, information may be disclosed inad-

vertently by an individual with access to the informa-

tion, allowing disclosure beyond intended purposes,

such as financial fraud or to humiliate the user (Els and

Cilliers, 2017; Filkins et al., 2016).

Data in storage

User do not know how their personal information is secured

in the database by the company that owns their data. The

user trusts that their personal information is securely stored

and that the developers of the mobile application comply

with privacy and security regulations (Els and Cilliers,

2017). The problem is compounded as the device is man-

ufactured and sold in different countries, which may have

different privacy legislation. Privacy accreditation pro-

grams, where mobile applications are subject to formal

assessment or peer review, is a recent development and

remains largely untested in the context of wearable devices

(Wright, 2014). The best recourse that the user can hope for

is that the mobile application marketplace and regulators

will intervene to safeguard their best interests (Huckvale

et al., 2015).

Preventative security measures, or “hard trust” mechan-

isms, are put in place from a technical point of view

(Varadharajan, 2009). Hard trust mechanisms include
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authenticity controls, encryption, algorithms and audits,

which are fairly static (Pearson, 2012). In contrast, “soft

trust” relies on human emotion, perception and past experi-

ences with the wearable device and social influence. Attri-

butes of the wearable device such as reliability,

dependability and perceived competence will all determine

how secure the citizens perceive the device to be (Suna

et al., 2011; Varadharajan, 2009).

The literature suggests there are various information

security threats that could cause privacy breaches from

wearable devices. This study examined the privacy and

information security issues associated with wearable

health devices.

Method

This study employed a quantitative survey approach, with a

convenience sampling method used to recruit study parti-

cipants. Data were analysed using descriptive statistics in

SPSS V25. The questionnaire used in this study as the data

collection tool was based on the certified information secu-

rity manager curriculum of the Information Systems Audit

and Control Association, which is an independent, non-

profit, global association that engages in the development,

adoption and use of globally accepted information system,

knowledge and practices. The instrument used consisted of

two sections and 23 items overall. Section A (5 items)

solicited demographic information from respondents, while

Section B (18 items) measured the privacy and information

security concerns of the respondents on a five-point Likert-

type scale (1 ¼ strongly disagree to 5 ¼ strongly agree).

Empirical reliability for the questionnaire was tested using

Cronbach’s a.

A pilot study was conducted to pretest the questionnaire

among a sample of 10 respondents who were not included

in the subsequent main study. Suggestions and amendments

from this process were used to refine the research instru-

ment for the main study. The pilot study provided for the

face and content validity of the questionnaire.

Data were collected from respondents (n ¼ 106) who

owned and made use of a wearable device. Respondents

were recruited through social media and sent a link to

access the questionnaire via email. Respondents were

informed of their rights and that participating in the study

was voluntary and they could withdraw at any time. Ethical

approval was obtained from the University of Fort Hare

Research Ethics Committee, and written consent was

obtained from the respondents before the completion of the

questionnaire.

Results

Results from the questionnaire are summarised and pre-

sented in this section. Table 1 provides a summary of the

descriptive statistics of the respondents who took part in the

study as well as the information about the wearable devices

that they used. The Cronbach’s a score was found to be

0.832, which showed good internal consistency for the

questionnaire, as suggested by Nunnally (1978). Table 2

provides an overview of the results for the privacy concerns

of users of wearable devices.

More than half of the respondents (51.89%) understood

that health information is sensitive or confidential in

nature. More than half of the respondents (51.89%) admit-

ted that they were not familiar with their mobile health

device’s information security policies and how the product

Table 1. Demographics and wearable device information from the study population.

Gender Male Female
32 (30.19%) 74 (69.18%)

Age (years) <20 21–30 31–40 41–50 <50
4 (3.77%) 65 (61.32%) 22 (20.75%) 10 (9.43%) 5 (4.72%)

Why did you buy the mobile
health device?

Fitness Entertainment Status Part of a package
deal/gift

Other

67 (63.21%) 9 (8.49%) 2 (1.89%) 16 (15.09%) 12 (11.32%)
How long have you had the device? Less than 6 months 6–12 months More than 12 months

48 (45.28%) 33 (31.13%) 25 (23.58%)
What type of mobile health
device do you have?

Mobile application Apple watch Fitbit Other

31 (29.25%) 24 (22.64%) 40 (37.74%) 11 (10.37%)

Table 2. Privacy concerns.

Strongly
agree Agree Neutral Disagree

Strongly
disagree

I am familiar with my mobile health device’s Information Security
Policies and how they protects my information/privacy

12 (11.32%) 18 (16.98%) 21 (19.81%) 29 (27.36%) 26 (24.53%)

I understand that health information is considered “sensitive” or
“confidential”

24 (22.64%) 31 (29.25%) 21 (19.81%) 21 (19.81%) 9 (8.49%)

I am familiar with how my mobile health device transmits, stores,
label and handle my sensitive information

12 (11.32%) 13 (12.26%) 25 (23.58%) 36 (33.96%) 20 (18.87%)
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provider protected their information and privacy. Lastly,

52.83% of the respondents were not familiar with how their

mobile device transmitted, stored, labelled or handled sen-

sitive information (see Table 2).

The integrity of the health data, or who had access to the

data collected, was not a concern for 47.17% of respon-

dents, while the majority of respondents (66.04%) did con-

sider the confidentiality or anonymity of their health data to

be important. More than half of the respondents (55.66%)

understood that their health information must be available

100% of the time in order to be useful (see Table 3).

During transmission and storage from the wearable

device to the mobile application or software program, data

can also be subject to security threats. Table 4 provides an

overview of these information security concerns. Just more

than a third of respondents (34.91%) strongly agreed or

agreed that they knew the types of information that are

stored on, or transmitted to, their mobile devices, while

43.40% of respondents were not aware of how sensitive

data are encrypted when transmitted to the phone or com-

puter. Fifty-six per cent (56.61%) of respondents did not

know whom to contact if they suspected an information

security incident, while only 25.29% of respondents

backed up sensitive or critical data routinely and tested

recovery periodically.

Discussion

This study examined privacy and information security

issues associated with wearable health devices. While the

ability of these devices to collect and store large amounts of

private information has advanced at a rapid pace, the pri-

vacy and information security concerns of the user have not

kept pace with these developments. While users are

empowering themselves to take a proactive role in their

healthcare, the same cannot be said regarding privacy risks

that are associated with the collection of personal informa-

tion. In addition to supporting the literature, the findings of

this study also suggested that half of the respondents did

not understand that there was a need to protect their health

information (Cilliers et al., 2018; Park and Drevin, 2016).

There seems to be a general lack of awareness among

respondents about the information security issues surround-

ing the data from their wearable devices. It is likely that this

reflects a wider lack of knowledge about these risks

throughout the general population. The example of the

US military (Drape, 2018) was one where the consequences

could have been significant, yet the individuals were una-

ware of the device’s functionality and the inherent risks to

which they were exposed. Similarly, two-thirds of the par-

ticipants in this study did not know what types of health

information were being stored or transmitted by their wear-

able devices, while 43.40% were not aware of how the data

were being encrypted during transmission. This lack of

awareness also contributed to half of the respondents not

being familiar with the information security policy for their

wearable device or the information security measures used

to protect their data. In addition, more than half of the

respondents did not know whom to contact if they sus-

pected an information security incident. The lack of aware-

ness about privacy issues and blind trust of the user that

their data would be protected may obfuscate the liability of

service providers when data breaches occur (Anaya et al.,

2018; Bellekens et al., 2016; Blobel et al., 2016; Ogundele

et al., 2018).

The issue of ownership of the data has been reported in

the literature (Piwek et al., 2016). In this study, only a

quarter of the respondents backed up sensitive or critical

data routinely and tested recovery periodically. Two-thirds

of respondents indicated that the confidentiality of the col-

lected data was essential, but fewer respondents were

Table 3. Confidentiality–integrity–availability triad.

Strongly
agree Agree Neutral Disagree

Strongly
disagree

(Confidentiality)I prefer that my health data be stored
anonymously

47 (44.34%) 23 (21.70%) 16 (15.09%) 8 (7.55%) 12 (11.32%)

(Integrity)I worry about who has access to my health data 15 (14.15%) 21 (19.81%) 26 (24.53%) 18 (16.98%) 32 (30.19%)
(Availability)My health information must be available 100% of the
time in order to be useful

26 (24.53%) 33 (31.13%) 25 (23.58%) 15 (14.15%) 7 (6.60%)

Table 4. Information security during transmission and storage.

Strongly
agree Agree Neutral Disagree

Strongly
disagree

I am aware of how my mobile health device encrypts sensitive data
when transmitting to my phone or computer

19 (17.92%) 14 (13.21%) 27 (25.47%) 28 (26.42%) 18 (16.98%)

I know the types of information that is stored on or transmitted
from my mobile health device

17 (16.04%) 20 (18.87%) 29 (27.36%) 23 (21.70%) 17 (16.04%)

I know whom to contact if I suspect an information security
incident

15 (14.15%) 12 (11.32%) 19 (17.92%) 37 (34.91%) 23 (21.70%)

My sensitive/critical data are backed up on a routine basis and
recovery is tested periodically

11 (10.38%) 20 (18.87%) 29 (27.36%) 27 (25.47%) 19 (17.92%)
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concerned with the integrity of the data. This could indicate

that respondents were not concerned with who had access

to the information, as long as they could not be identified

from the data. This assumption would be supported by the

notion that health information must be available in order to

be useful (Fernández-Alemán et al., 2013).

Limitations of this research include that a relatively

small sample size was used in this study, which means

results cannot be generalised to the entire population of

wearable device users. However, the study has provided

valuable insight into the important topic of privacy and

information security threats in this field. The convenience

sampling method used to recruit respondents to complete

the survey could also have introduced bias into the study.

However, the call to participate was circulated widely to

reach a broad range of respondents in order to minimise this

bias. A further limitation of the questionnaire was that

integrity of the health data only referred to access and not

to the quality of data. Future research should include a

more extensive study sample and investigate specific

information security measures including data quality of

wearable devices.

Conclusion

The major contribution of this article is the insight into

users’ knowledge regarding information security threats

and privacy issues in the context of wearable devices. This

information is useful in order to develop a higher degree of

awareness and understanding of the security threats asso-

ciated with wearable devices that are used to collect patient

data in the healthcare industry. Moreover, this research has

demonstrated that users of these devices should be edu-

cated as to how to make informed decisions when they

participate in their healthcare.
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